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“BALANCING PRIVACY : UNRAVELING INDIA'S PERSONAL DATA
PROTECTION ACT AND ITS IMPACT ON CORPORATE REALMS.”

Sachin K S!
ABSTRACT

Data privacy has become increasingly important in the continuously changing world of
digital transactions and information exchange. This study explores the complexities of the
Personal Data Protection Act of India and how it affects corporate sectors. It aims to examine
the complex relationships between business mandates and individual privacy rights in the
context of India's changing data protection environment. Methodologically, the study
employs a multifaceted approach. The fundamental component is legal analysis, which

breaks into the act's provisions to show the legislative intent behind them.

In a recent development, The Digital Personal Data Protection (DPDP) Act's rules are about
to be notified, according to Union Minister Rajeev Chandrasekhar. This comes despite the
fact that Big Tech has been pushing for a two-year transition period. The rules will define the
parameters of the DPDP Act, including restricted data transfers and "blacklisting" criteria.
The majority of the provisions, with the exception of age-gating, are expected to take effect
within a year. The government's commitment to timely implementation is emphasized, and

companies requesting extra time to comply must provide a valid reason.

The analysis section deconstructs the Personal Data Protection Act's main clauses and
explains how they affect both company operations and individual privacy. Through a careful
examination of the legal nuances, the study reveals how the law attempts to achieve a careful
equilibrium between protecting individual liberties and meeting the demands of corporations
with regard to data. Analyzing and evaluating the act's main points, including any ambiguous
areas and points of disagreement, contributes to improving the ongoing discussion about
improving data protection regulations. By taking on these obstacles head-on, the study hopes
to provide legislators and other interested parties with useful information for making the law
work. The act's effects on corporate sectors are then further examined, with a focus on data
handling procedures, compliance costs, and the act's wider implications for company

strategies and innovation.

'The author is a student at School of Law, Christ (Deemed to be University), Bengaluru.
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In conclusion, the paper paints a vivid structure by summarizing significant findings and
providing insightful advice for businesses and policymakers. Its goal is to further the
continuing discussion on how to balance privacy in the digital era. The results that have been
presented are meant to serve as an important guide for those involved in negotiating the

ever-changing terrain of privacy and data protection in India's corporate sectors

Keywords: Data Privacy, Digital Personal Data Protection Act, Digital Transactions,
Corporate Sectors, Privacy Balance, Restricted Data Transfers, Blacklisting Criteria,

Compliance Costs.
INTRODUCTION

Laws are becoming a global hub for cybersecurity in the rapidly developing field of data
protection, putting data at the forefront of the adoption of next-generation technologies.
When it comes to exchanging data, trust becomes essential, and the way privacy and data
protection are integrated is critical to the image of an organization. The pursuit of a
competitive advantage has led to privacy being a crucial growth criteria. This paradigm,
which emphasizes the critical importance of privacy and data protection, is not limited to the

Indian ecosystem but rather expands globally.

The Digital Personal Data Protection (DPDP) Act of 2023, which represents a revolutionary
change in how companies handle and secure personal data in the digital era, is a turning point
in this trajectory. In the midst of India's technology advancements, privacy and individual
rights protection have become fundamental and fit in perfectly with the "Digital India" goal.
The growing value of personal data is highlighted by an IBM Security report that shows the
average cost of data breaches in India will rise by 28% to Rs. 17.9 crore by 2023.% In
response to this tendency, the DPDP Act, which was created to fully prevent and handle data

breaches, represents a turning point.

The complex environment around the establishment of data privacy laws in India is where the
DPDP Act first emerged. The Supreme Court's 2017 ruling designating the right to privacy as
a fundamental right was a turning point that laid the foundation for an India that is secure
online. The DPDP Bill's proposed and passage in 2022 carried on the momentum.’ The Union

Cabinet expeditiously navigated the legislative process, approving the measure on July 5 and

2 “Average cost of data breach in Indza hits record high of Rs 17.9 crore zn 2023 ‘IBM study” Deccan Herald
h

anheral
n-2023-ibm-study-1240653. html
3 The Digital Personal Data Protection Bill, 2022.
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starting parliamentary proceedings on July 20, 2023. The legislative process came to an end
on August 7 with the Lok Sabha's ratification and on August 9 with the Rajya Sabha's
endorsement. August 11, 2023, was the formal date of approval by the Indian government,

indicating the start of the Digital Personal Data Protection Act.*

The Personal Data Protection Bill, 2019, which was introduced and examined by a legislative
committee until December 2021, was the result of a committee of experts' work in 2018. This
committee was responsible for the evolution of India's data protection laws. The government
then withdrew the bill and, in November 2022, submitted an updated draft of the Digital
Personal Data Protection Bill, 2022, for public comment. The 2023 act incorporates
additional provisions that are essential to the topics covered in this paper, even if it still takes
many cues from the draft. Notably, the 2017 Supreme Court of India ruling in Justice K.S.
Puttaswamy and Anr. v. Union of India and Ors.’ established a critical legal framework that
shaped the nation's approach to data privacy and had an impact on these legislative

developments.

The DPDP Act demonstrates a wider commitment to global privacy and data security, even
beyond its immediate consequences for data protection within India. The act recognizes the
need for compliance with international privacy standards in a globalized society where
enterprises operate beyond national boundaries. Its all-encompassing approach fosters an
atmosphere where privacy is a universal right by addressing not only the security of personal

data within India but also the larger international scene.

India's dedication to preserving personal privacy and data protection in the digital era is
embodied in the DPDP Act of 2023. In addition to addressing the growing expenses of data
breaches, this innovative legislation establishes India as a global leader in responsible data
management. The act is a calculated step in the direction of establishing confidence,

encouraging creativity, and advancing a safe digital ecosystem both at home and abroad.

4 “Report of the Joint Committee on the Personal Data Protection Bill, 2019,” 17th Lok Sabha Secretariat,
December 16,

2021, https://eparlib.nic.in/bitstream/123456789/835465/1/17 Joint Committee on the Personal Data Protect
ion_Bill 2019 1.pdf.

5 Justice K.S. Puttaswamy and Anr. v. Union of India and Ors.
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OBJECTIVE OF LEGISLATION

Establishing a framework that guarantees accountability, openness, and moral use of personal
data is the main goal of the DPDP Act. The Act gives organizations explicit principles and
procedures in recognition of the difficult balance that exists between an individual's right to
data protection and the authorized processing of data for legitimate purposes. The Act
highlights the fundamental "Right to Privacy" and aims to raise standards for firms operating
in India, including online retailers, mobile app developers, and data-handling companies. It
aims to enforce transparency in operations and make companies responsible for gathering,
storing, and using personal data. The DPDP Act covers actions linked to providing products
and services to data principals in India as well as those conducted outside of the nation. The
act precludes processing of publicly available personal data or data processed for domestic or
private purposes by individuals, even while it improves data protection for the personal
information of Indian nationals managed beyond national borders. All things considered, the
DPDP Act represents a major advancement in the protection of data security and privacy

rights in India's growing digital environment.
SALIENT FEATURES

This learner's legislation is crafted with simplicity and clarity, using plain language to
minimize technical jargon and facilitate easy reading. Its main goal is to achieve a careful
balance between protecting the rights of data principals and regulating data processing in the
modern digital environment. Its non-prescriptive approach, which rejects a rule-based
strategy to promote flexibility through flexible solutions, is a unique feature.

The law covers a broad range of data, including subsequently digitized non-digital sources of
collection. Notably, it demonstrates extraterritorial applicability by extending its jurisdiction
across national borders. This implies that its jurisdiction extends to data processing
operations pertaining to Indian data principles for products or services rendered outside of
India. The law also covers data processed for private or domestic use, including when that

data is disclosed to the public by data principles themselves or under legal obligations..

Its permission-centric approach, which emphasizes the significance of gaining express
authorization for data processing, is a crucial component. The notion of "legitimate uses,"
which the draft bill had previously referred to as "deemed consent," has been dropped. The
requirement for a notification to either precede or follow the consent-seeking procedure

enhances the understanding of consent and guarantees a clear and legal purpose for data
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processing.

The addition of a "consent manager," a responsible body that guarantees respect to the
preferences of data principles, is one of the innovative features. Additionally, the law
introduces freedom in data transport, abandoning the former idea of localizing data.
Cross-border sharing of data is allowed, excluding a few designated nations. The careful
consideration of consent required exemptions adds to the sophisticated approach.

Through a retrospective notification, the legislation addresses data gathered prior to its
adoption and requires data fiduciaries to get consent for previously collected data. Although
gaining consent is expedited, it is understood that withdrawing consent can be difficult,
which emphasizes the importance of giving this component of data processing significant
thought.

Most importantly, the law imposes obligations on data principles as well as data fiduciaries.
This emphasizes how data principles must not impersonate others, abstain from withholding
important information, and desist from filing baseless complaints. This method fosters a
healthy and responsible data environment by establishing a symbiotic interaction between

data processing entities and data principles.

The legislation's Section 3 makes clear when it applies, omitting situations in which data
principles make their data publicly available. ‘The law does, however, acknowledge
difficulties from a worldwide data protection standpoint, noting New York's designation of
social media as a major public health risk. This acknowledgement foresees future legal
challenges to the legislation. Data that is published publicly is restricted in accordance with
regulations in the United Kingdom, Singapore, and the European Union that provide

unrestricted access but need security measures. ’

In an effort to balance the protection of data principle rights with the control of data
processing, this learner's legislation on data protection takes a thorough and sophisticated
approach. It establishes a structure that is flexible, transparent, and responsible, acting as a

notable example of data protection in the digital age.
IMPACT OF CORPORATE RELAM

In today's business world, we deal with organizations that are commonly referred to be data

fiduciaries. These organizations, which include businesses or platforms, collect personal

® The Digital Personal Data Protection Act, 2023, Section 3.
" Korff, Douwe, The Indian Digital Personal Data Protection Act, 2023, viewed from a European Perspective

(October 27, 2023). http://dx.doi.org/10.2139/ssrn.4614984
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information from people in order to enable online services and goods. Regrettably, a common
practice among these data fiduciaries is gathering and using personal information for the
purposes of their business models, frequently without the people' knowledge or agreement. In
response to these worries, the recently passed Data Protection and Digital Privacy (DPDP)
Act of 2023 imposes severe penalties for the improper use or exploitation of personal data in
the business sector.® The DPDP Act seeks to address past instances of personal data misuse
and exploitation by imposing reasonable requirements on data fiduciaries, creating a

compliance framework, and giving priority to the protection of digital personal data.

The DPDP Act has provided a complete legislative framework that includes the creation of a
Data Protection Board, which is responsible for handling complaints pertaining to data
breaches in the corporate domain. This framework expands its jurisdiction beyond national
borders and requires data fiduciaries working in the corporate sector to adhere to strict data
protection regulations.” All businesses that serve persons in the corporate sphere but are
based outside of India are required to abide by the terms of this legislation. It is anticipated
that this extensive compliance structure, which guarantees the proper handling of personal
data, would promote industrial trust in the corporate sector.”” The DPDP Act displays a
balanced approach by encouraging international data transfers, removing criminal penalties
for non-compliance, and, overall, striking a harmonious balance between protecting user data
and encouraging growth and innovation within the corporate realm of the digital business

landscape.'' The Act is strict when it comes to penalizing misuse within the corporate realm.
CROSS BORDER DATA TRANSFER

Notable modifications have been made to India's data protection laws recently, especially
with regard to cross-border transfers of personal data. The Act permits these transfers but
gives the government the authority to place limitations on particular nations or regions. This
article explores the intricacies of these rules, possible effects on enterprises, and the few

allowed exclusions.'”? The Act's Section 16(1) gives the government the power to impose

¥ The Digital Personal Data Protection Bill, 2022, 2023 SCC OnLine Blog OpEd 82.

? Importance of Data Ethics in an Al-Driven World, 2023 SCC OnLine Blog OpEd 61.

19 Digital Lending as a Means to Provide for Hassle-Free Credit Access to New Credit Customers, 9 (1)
SCHOLASTICUS 68 (2021)

""" Anirudh Burman, “Will India’s Proposed Data Protection Law Protect Privacy and Promote Growth?,”
Carnegie India, March 9,
2020, https://carnegieindia.org/2020/03/09/will-india-s-proposed-data-protection-law-protect-privacy-and-prom
ote-growth-pub-81217.

12 Tbid.
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notifications limiting the transfer of personal data to specific nations or territories outside of
India.”® The Act does not, however, provide precise information regarding the nature of these
limitations, so there is possibility for violations or outright bans. This might entail adding
specifications akin to the GDPR's sufficiency standards or possibly blacklisting specific

nations.

Concerns about inconsistencies with sector-specific regulations governing data transfers are
addressed by the Act. Interestingly, the Act takes precedence over any sector-specific laws
that require a higher level of protection or impose limitations on data transfers outside of
India. For example, there are currently regulations in place for data storage within the nation
from sectoral authorities such as the Securities Exchange Board of India (SEBI) and the
Reserve Bank of India (RBI). The Act does away with the distinctions that were made
between personal, sensitive, and essential data in prior iterations of the data law. The
government can now decide whether a piece of data is vital on an individual basis and apply
limits based on that determination. Broad limits on the transfers of any personal data to

notified nations are made possible by this jurisdictional approach.
IMPACT CROSS BORDER DATA TRANSFER

In addition to sensitive categories, but all forms of personal data are covered under the Act's
wider applicability. With this increase, there may be cross-border transfer limitations for
personal data, which is not usually regarded as sensitive or critical. Compliance applies to
foreign businesses operating in India as well. Direct business operations may be impeded if a
nation is placed on a blacklist. International businesses that gather personal information from
people in India must abide by the Act. A country can be placed on a blacklist, which makes it
illegal to transfer personal information to organizations there. This limitation may go so far as
to make it illegal for businesses in a nation that is on a blacklist to gather data initially, which

would limit their capacity to conduct business in India.

After an initial transfer to a nation that isn't on the blacklist, the Act's existing language does
not specifically address additional transfers of personal data. This opens the door for
businesses to transmit data to a blacklisted country after first transferring it to a
non-blacklisted nation. It is unclear how successful government enforcement will be in these

kinds of situations. Sectoral regulations may impose extra limits or localization requirements,

'3 The Digital Personal Data Protection Act, 2023, Section 16(1).
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even though the Act may allow the transfer of personal data to a particular country.'* Due to
this two-tiered approach, companies that transfer data across borders must adhere to both
sector-specific legislation and general data protection standards. Limited Exemptions: Under
some conditions, Section 17 of the Act offers exemptions that permit unimpeded cross-border

transactions. '°

These situations include the processing of personal data for the purposes of enforcing the law,
protecting the public, preventing and identifying crimes, performing judicial tasks, entering
into agreements with foreign companies, approving mergers and acquisitions, and evaluating
the financial standing of a defaulter to a financial institution. Businesses must contend with
the complex data protection landscape that is developing in India, particularly with regard to
cross-border transfers. Complying with the Act while navigating the interactions between
sectoral laws, restricted exclusions, and the Act becomes essential. Businesses must be alert
to adjust to this new era of data protection in India as the government develops clear rules

and improves its enforcement strategy.
CHALLENGES & AMENDMENTS

There are a lot of obstacles to overcome when the Digital Personal Data Protection (DPDP)
Act is being implemented in India. Careful attention is needed for the varied digital footprint
of organizations, which ranges from freshly established Micro, Small, and Medium
Enterprises (MSMEs) to bigger enterprises in the IT/ITES and banking sectors with
substantial data handling experience. Larger organizations might be ready, while MSMEs
might require more time to adjust. The act's requirement for flexibility and clarity is a
significant obstacle. In the fintech sector, for example, where B2B transaction processing is
prevalent, there are issues because every transaction might not have comprehensive
information about the merchant engaged or the kind of processing going on. The
implementation of a permission procedure for data fiduciaries and processors may make

operations more difficult, requiring a clear framework.

Withdrawing consent is another area that needs to be addressed, especially in light of Section
6(6), which requires the stopping of the processing of personal data. Clarity is needed
regarding the possible repercussions of consent withdrawal for data principals, particularly in

delicate industries like healthcare.'® The degree of flexibility in consent criteria ought to be

14 4.1 JCLJ (2023) 654
'3 The Digital Personal Data Protection Act, 2023, Section 17.
' Ibid., Section 6(6).
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determined by the efficacy and efficiency of the services provided, rather than by an

excessive amount of restriction.

There are unique difficulties associated with the breach notification element. The utilization
of the risk-based reporting technique could lead to ambiguity, particularly in the case of
encrypted data leaks that do not actually cause harm. To successfully negotiate these complex
situations, clarity is crucial When data principals and data fiduciaries have contractual
relationships or duties that create joint responsibility, a special problem occurs. There isn't

enough precise clarity in in the current act.

Modifications to the regulations overseeing the DPDP Act may be able to resolve these
issues. Through modifications, stakeholders can now interact with the government more
actively by exchanging information and making ideas. But it's crucial to make sure these
changes are planned with the long term in mind and don't create regulatory ambiguity. For the
DPDP Act to be implemented sustainably, the regulatory framework must strike a balance

between stability and adaptation.

CONCLUSION

In conclusion, this research paper's examination of India's data protection environment
reveals the complex relationships between corporate domains affected by the Personal Data
Protection Act and privacy concerns. The delicate balancing act between protecting
individual privacy rights and encouraging corporate innovation becomes more and more
important as India goes through digital revolution. The study carefully breaks down the
requirements of the Personal Data Protection Act, illustrating the various ways in which it
affects a wide variety of corporate enterprises. Every industry, from the well-established
companies in the banking and IT/ITES sectors to the rapidly growing Micro, Small, and
Medium-Sized Enterprises (MSMESs), faces different obstacles and ramifications that call for

a careful and flexible strategy.

A crucial element that is being examined is the necessity for the act to be both clear and
flexible. The paper highlights the possible difficulties with regard to procedures for
withdrawal, consent methods, and breach notifications. The study specifically highlights the
possible repercussions of consent withdrawal in delicate industries like healthcare, where the

act's requirements for extensive records required by high courts may conflict. The combined
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duty that results from the contractual relationships between data principals and fiduciaries
presents a unique challenge. The act's lack of express clarity on this shared obligation

highlights the need for the regulatory framework to be further refined and precised.

Stakeholders now have the opportunity to actively interact with the government thanks to the
request for changes to the act's governing regulations. But the study prudently cautions
against pursuing flexibility at the expense of regulatory ambiguity. Finding the ideal balance
between stability and adaptation is essential to the regulatory framework's long-term efficacy.
This study offers a thorough guide for companies navigating the changing data security
landscape by shedding light on the complexities and difficulties present at the nexus of
privacy and corporate operations. Recognizing the mutually beneficial relationship between
protecting human privacy and business entities' ongoing growth and innovation, the paper
promotes a proactive approach to compliance. It basically emphasizes the necessity of
constant communication and cooperation between regulatory agencies, companies,and other
stakeholders to ensure the enduring effectiveness and relevance of data protection measures

in India's corporate realms.
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